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Abstract: The design and functionality of the human-machine interface (HMI) significantly affects
operational efficiency and safety related to process control. Alarm management techniques consider
the cognitive model of operators, but mainly only from a signal perception point of view. To develop
a human-centric alarm management system, the construction of an easy-to-use and supportive HMI
is essential. This work suggests a development method that uses machine learning (ML) tools. The
key idea is that more supportive higher-level HMI displays can be developed by analysing operator-
related events in the process log file. The obtained process model contains relevant data on the
relationship of the process events, enabling a network-like visualisation. Attributes of the network
allow us to solve the minimisation problem of the ideal workflow—display relation. The suggested
approach allows a targeted process pattern exploration to design higher-level HMI displays with
respect to content and hierarchy. The method was applied in a real-life hydrofluoric acid alkylation
plant, where a proposal was made about the content of an overview display.

Keywords: HMI; machine learning; knowledge extraction; decision support; user interface

1. Introduction

User experience (UX) is identified as an essential topic for design and functionality in
the development of user interfaces (UI) [1]. Today, machine learning-based solutions are
widely used in all types of production development work [2], including the topic of human-—
machine interactions. The potential of machine learning techniques has been explored in
areas such as air traffic management [3], collaborative robot control [4], and industrial PLC
programming [5]. Industrial Human-Machine Interfaces (HMlIs) are designed primarily
based on the Piping and Instrumentation Diagram (P and ID) or the physical layout of the
plant, rather than from a process perspective. As an effect of this design principle, operator
actions must be performed through several displays, causing a time loss during the inter-
vention. Time loss can cause decreased production volume, poor product quality, or even
hazardous personal and environmental situations. Therefore, it is necessary to reduce the
workload of plant personnel to ensure more efficient and safer process management, which
is consistent with the Industry 5.0 paradigm [6], focusing on human-centric solutions [7].
The industry is aware of the shortcomings of P and ID-based HMI design, and the solution
is to develop high-performance HMIs [8]. However, “high performance” was limited to the
information visualisation part of the problem, which failed to touch on the content of the
display of hierarchy levels 2 and 3. Drawing level 1 displays based on P and IDs is logical,
but levels 2 and 3 need a more process control-related perspective. It is already recognised
that HMIs should also be adaptable and easy to use [9]. Distributed Control Systems (DCS)
and Supervisory Control And Data Acquisition (SCADA) systems provide a large amount
of data stored in data warehouses, supporting the development of a data-driven analysis
layer with machine learning (ML) functionality for the management of process safety, and
artificial intelligence will become an essential part of smart factories [10]. Although there

Appl. Sci. 2024, 14, 1564. https:/ /doi.org/10.3390/app14041564

https://www.mdpi.com/journal/applsci


https://doi.org/10.3390/app14041564
https://doi.org/10.3390/app14041564
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0003-1948-6656
https://orcid.org/0000-0001-8593-1493
https://doi.org/10.3390/app14041564
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app14041564?type=check_update&version=1

Appl. Sci. 2024, 14, 1564

20f12

are solutions for data-driven optimisation of industrial HMIs [9], systems containing paral-
lel and overlapping processes require a more sophisticated method. Operator behaviour
models were explored from the operation log [11] or based on semi-Markovian models [12].
The mentioned techniques are essential for developing an adaptive and interactive HMI,
but are insufficient on their own. The idea of developing function-based HMI layouts has
been discussed before [13], but the methodology is still based on broad system knowledge
and the P and IDs. Although state-of-the-art HMI devices are already available [14] for
the “greenfield” development of HMI, it is worth optimising existing systems, as “brown-
field” investments offer a reasonable solution for modernisation [15]. These brownfield
investments can be executed cost effectively with the use of open-source and web-based
software, providing high flexibility and customisation. The proposed method shares this
approach, which is also aligned with the actual trend of using the Industrial Internet of
Things philosophy in HP-HMI development tasks [16].

Our suggestion is to create a HMI hierarchy and displays based on typical process
scenarios and operator interactions, which helps to apply the “Navigation and Layout”
perspective of the ISA 101 standard [17]. This kind of information can be extracted from
the system log files, but not directly. As an operator can perform several corrective actions
belonging to different subprocesses in the same time frame, a segmentation of the log file
is needed to accurately identify the subprocesses [18]. The operator action log must be
merged with the plant log, pairing the alarm management data with all the actions taken
on the HMI by the workers. This way, the number of steps taken to react to an alarm event
can be analysed, indicating the necessary amendments for the HMI (shortcuts, pop-up
notifications, structure hierarchy). Alarm floods are common in DCS systems. In most cases,
few alarms indicate the source of the problem, but they can initiate a massive amount of
“consequence” alarms. If too many alarms are generated (which can be expected), the source
alarms may be thrown out of the display, and the operator may not be able to identify them.
A more transparent alarm overview display can be developed by forming alarm groups
and labelling source and consequence alarms. Based on frequent alarm co-occurrences,
alarms can be labelled by their priority.

The key idea of this work is that typical process event scenarios can be gained by using
frequent sequential pattern mining, which is a useful technique for analysing industrial
events, for example, to deal with alarm floods [19]. Scenarios enable the creation of goal-
orientated log files from which, with the help of process mining tools, an integrated process
operator behaviour model can be produced. Process descriptions support the appropriate
labelling of the data necessary to obtain precise, informative, and comparable models. The
principle of the iterative method developed is to use the combination of proper frequent
pattern and process mining techniques. The proposed HMI displays and functionalities are
based on the combined interpretation of P and I diagrams, process deviation models based
on typical event/alarm sequences, and process control behaviour models based on typical
operator responsive action sequences.

The theoretical background of the method is discussed in Section 2. In Section 3, an
application example is presented in a case study, and the results and considerations with
respect to the application of the method are discussed. Section 4 contains the conclusion
and possible future research directions.

2. Machine Learning-Supported HMI Optimisation

Pattern mining-based filtering is more targeted than post-filtering methods in pro-
cess mining tools, resulting in more focused process models. The proposed method can
effectively support the process mining of any system in which events are stored.

In this work, the applicability is demonstrated on an alarm management system.
The concept discussed in the rest of the article will be alarm-related. From the log file in
which the alarms, operator actions, and display actions are stored together, key events
are identified through frequent pattern mining tools. If these kinds of events are stored in
separate log files, they have to be merged. Patterns can be itemsets or sequences of events.
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These key events frequently occur with each other, and the set of these events will be the
basis for log-file filtering. The filtered log file is the input of the process mining and the
output is a typical process pattern. Different filtered log files can be created from the group
of critical events, resulting in different process patterns. Once typical process patterns are
available, with the help of existing system knowledge, situation-related action patterns are
obtained, indicating amendments in the actual HMI layout. Each new pattern enriches the
knowledge of the system. The concept of the proposed method can be seen in Figure 1.

Alarm data Merggd log Pa.t t.ern Key events
file mining
\ Typical .
HMI data process Pr9c.ess F|Iter.ed log
mining file
patterns
| System Sltuatlor? Proposed Actual HMI
related action ‘
knowledge HMI layout layout
patterns

Figure 1. The proposed ML-supported HMI optimization method with alarm management-related
interpretation.

An essential condition for the development of HMI supported by ML is a properly
designed log file [20]. For example, a process event in the log file can be an alarm, an adjust-
ment of a process variable, a measured process value signal, or an alarm acknowledgement.
HMI displays are drawn based on P and I diagrams, and one process event may belong to
different subprocesses, so some controlled process variables are placed in more displays, as
they can affect several parts of the plant. Based on the stored events, process models can be
gained by using process mining algorithms, such as Heuristic miner [21].

The design goal of a High-Performance HMI (HP-HMI) can be to minimise the number
of displays and the amount of information on the displays, and to have supportive process-
orientated display layouts. The applicability of the proposed method is highly dependent
on the quality of the stored data in terms of proper labelling. If many subprocesses
are related to more plant units, the creation of overview-like displays is recommended,
containing only the relevant process values and controlled process variables.

2.1. Identification of the Workflows as Frequent Event Patterns

The basis of the process exploration tasks is an L log, represented as a set of events
(E) stored in the order of their occurrences. In alarm management, events can be alarms,
operator actions, process variable changes, etc. These events are considered states of
the system formed by < PV,a > tuples. PV is a process variable and 4 is the attribute
indicating the state of the variable. For example, E; =< oil temperature, high >.

An L = {Ty,...,T,} log contains Ty = {Ej,...,E,} traces, where k = [1,n] and
p = [1,z]. A trace is a subset of all E = {Ejy,..., E;} events within the log file that describe
a sequence of process control activities. Considering that traces are formed of events
in a given sequence, the most frequent traces can be considered as process patterns or
workflows. Therefore, events assigned to a workflow are also a subset of all events.

WEF; = {Ey,...,E;} C E. 1)

From another perspective, a workflow is a valid frequent sequential pattern and can be
defined using frequent sequential pattern mining. A sequential pattern can be considered
frequent if it exceeds a predefined minimum support value, that is, the number of traces
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where the pattern is present and is a hyperparameter of the method. Besides the minimum
support value, confidence can be considered as another hyperparameter, that is, the strength
of connection of the event patterns. An s-length workflow, e.g., sequence can be split into
s subsequences, WF; = { WF],l - ... = WF; - ... = WE }. The confidence can be
calculated as follows:

; wxconf(WF?_l) s>i>1
conf(WEj) = sup(WE™) j - , )
1

i=1

where sup(WFji) is the number of traces in L, where WF]?' occurs.

Each confidence value of the transitions can be interesting, not just the confidence
value of the whole event chain. Consider a sequence of events, where the last event has
great negative consequences. If the transition confidence of any parent—child event pair
is low, the overall confidence of the whole workflow will be low as well (Equation (2)). If
this low transition confidence value is at the beginning of the workflow, and all subsequent
transitions have high confidence, then the unwanted last event will have a high probability
of occurrence after a certain event sequence has occurred. Knowing these sequence con-
fidences, critical event scenario milestones can be identified that support the creation of
event forecast models [22].

Frequent sequential patterns support the goal-orientated creation of log files that
describe the target process. The process model can be created using process mining
techniques on the created log. The selection of the pattern mining technique depends on
the complexity of the actual system, for example, the number of parallel processes.

2.2. Connection between Workflows and Displays

Elements of an HMI display are visualisations of the process variables and their
conditions; e.g., they describe the actual state of the system. On the basis of this notation,
a D display can be considered a set of events, that is, a subset of all events (similarly to
workflows). A set of displays is assigned to a workflow.

Dm:{El/“-/E?’l}gEl (3)
D(WE) = {D,,..., Dy} — WE.

This means that an element on a display may belong to more workflows, and a
workflow may be represented on more displays. The number of elements in a given
display cannot exceed a threshold C due to the cognitive limits of the operators with
respect to signal perception [23]. The goal is to minimise the number of displays allocated
to a workflow to ensure that the operator does not have to switch too much between
different displays when solving a frequently occurring problem. This way, C can also be a
hyperparameter of the method.

|Dim| < C,
min|D(WE)|. @

2.3. Workflows, Displays, and Their Elements as a Community

Another way to define the ideal event-display order is to apply the community the-
ory [24]. Consider a WF;|j = [1,w] workflow as a graph, where the WF; = {Ey,...,E;}
events are the nodes, and the sequence of the events indicates the edges between them,
resulting in a directed graph. Due to the confidence values of the event transitions, the
graph is weighted as well. The D(WF;) = {Dj, ..., Dn } set of displays containing events
related to WF; are subgraphs of WF;. If more displays are aligned to a workflow, the order
of the used displays form a sequence as well; the graph of the displays is also directed and
weighted. In a plant, there are w workflows in parallel. D"F = fj D(WE,) is the set of all

i=1

i=
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events on all displays related to all workflows. If the node connections of DV are marked

with V(D"F), then the minimum goal is to have displays that form a weak community, and
the problem to solve is
yext ( DWE )
yint ( DWF )

where V™ (DWF) is the number of connections for nodes within the displays, and V¢ (DWF)
is the number of connections for nodes between the displays.

The best solution is to have displays in which the nodes within each display form a
strong community. If the number of displays is m, then the optimisation problem is

<1, ®)

(6)

e.g., the intersection of the displays must be minimal. Obviously, in real life, the zero
intersection between displays is not realistic, but can be approximated. Equation (6) also
indicates that the optimisation is performed for the whole system, not on each workflow—
display pair individually. An idealistic state can be seen in Figure 2, which can be reached
with the help of a community detection algorithm. It is very important to note that in
industrial control systems, communities overlap. This problem must be addressed by the
detection method, as in [25,26].

WF,

/D
| 1 |1
' '
'
' '
'
' '
i
'
' 1
I !
AR |

. D;

Figure 2. An optimised example community of events (E), displays (D) and workflows (WF).Solid
boxes represent the displays, dashed boxes represent the workflows.

The time complexity of the method consists of three maximum parts: pattern mining
(Opa), process mining (O,r), and optional network visualisation (Ope). If | E | denotes the
number of different events stored in the L log (with a size of | L |), and N is the number of
traces with sizes of | T; | (considering sequential pattern mining):

Opa = O(TX, ITi)) + O(IL| x |E|) + O2E-1) x O(IL]),
)
O = O(ILI, [EP).

In a network-like representation of the sequence of events, the nodes are the events (E)
and their transitions are the edges. To visualise the process, a weighted network can be
applied, where the weight of the edges is proportional to the number of transitions between
the nodes. The complexity is the maximal number of edges between the | E | nodes:

One:O(|E‘ X(|E|_1)) (8)



Appl. Sci. 2024, 14, 1564

6 of 12

Considering that industrial control systems contain a large number of elements,
e.g., events, the complexity of the method increases exponentially with | E |. How-
ever, it should be noted that the method is useful in the planning phase. In this way,
the speed of applicability is not that important, and the specific system has a huge effect on
the complexity.

3. Application of the Method on a Real-World Industrial System

To validate the effectiveness of the method, the chosen place of application was a
real-life Hydrofluoric Acid Alkylation plant. The schematic drawing of the plant can be
seen in Figure 3.
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Figure 3. The schematic drawing of the plant.

The method has modest computational requirements. The computer used was a HP
EliteDesk 800 G3 TWR with an Intel (R) Core (TM) i7-7700K CPU @ 4.20 GHz ,64 GB RAM
and Windows 10 pro (x64). With this configuration, the algorithms used had running times
in the range of minutes.

3.1. Problem Description

The processed log file contained more than 200,000 events over a month. After
filtering out events that have incomplete data regarding relevant properties, approximately
90,000 events remained. After processing the remaining events, one was identified as
a chattering alarm; it was also removed, resulting in a log with around 20,000 events,
distributed among 276 tags. The trace rule threshold was set at 120 s (the minimum time
interval without any logged event) on the basis of industrial experience. Based on the
results of frequent sequential pattern mining, the log file was partitioned, defining a specific
subprocess. A network-like representation of the frequent sequential patterns found can
help us select the ones needed to filter the log file. All steps of the proposed method
(Figure 1) were carried out without deep knowledge or experience related to the plant
to ensure objectivity and avoid manipulation during the exploration of the process. The
results were evaluated with the plant staff.

3.2. Results

The resulting process model can be seen in Figures 4 and 5. The mining algorithm
used in the process was Heuristic miner, the minimum activity count was set at 30. This
threshold depends on the event-occurrence distribution and has to be specified case by
case. Heuristic miner is a well-known and widely used process mining algorithm, offering
a good balance between the usual benchmarks of process models: simplicity, generality,
fitness, and precision.
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Figure 4. A specific process model of the plant. Colours mark the display where the event is

represented. The size of the nodes refers to the cardinality of the event. The structure of the node

names is XX_YY, where XX denotes the ID of the event and YY is the type of event (in the case of an

alarm signal, no type can be seen).
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Figure 5. A specific process model of the plant. The colours represent the workflow clusters provided
by the built in clustering algorithm of pm4py. The structure of the node names is XX_YY, where XX
denotes the the ID of the event and YY is the type of event (in the case of an alarm signal, no type can

be seen).

The frequent sequential pattern mining algorithm was selected from the SPMF [27]
library, which offers a wide range of pattern mining algorithms. The algorithm used was
CM-SPAM [28]. The optional hyperparameters offer good flexibility and a customising
option for the pattern mining task and also provide good computational speed. Table 1
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shows the effect of minimum support on algorithm performance. It is clear that increasing
this hyperparameter causes a significant change in the results.

Table 1. Performance results of sequential pattern mining. The performance factor is the quotient of
the number of found patterns and the elapsed time.

Minimum Support Found Sequential Patterns  Elapsed Time [ms] Performance Factor

0.2 6,777,245 312,271 21.7
0.3 65,601 4278 15.3
0.4 3058 322 9.5
0.5 405 101 4.0
0.6 99 72 1.4

Another performance check option is to change the number of processed traces. Table 2
shows that increasing the number of traces does not cause a significant computational
demand. As discussed in the complexity analysis, the dominant factor is related to the
pattern mining step, so it can be stated that the method is capable of handling large log
files without excessive computational demand.

Table 2. Performance results of sequential pattern mining for a fixed minimum support value of 0.6,
changing the number of processed traces.

Number of Traces Number of Events Found Sequential Patterns Elapsed Time [ms] Performance Factor
495 21,277 99 72 1.4
982 50,870 31 83 04
1474 62,496 27 88 0.4
1970 70,404 26 113 0.2
2464 84,824 25 112 0.2

Based on the data provided by the mining algorithm, a network-like representation
of the event chains can be created. This kind of visualisation considers the placement of
several process model attributes on the graph, which is an advantage over the built-in
visualisation of the Heuristic miner. These attributes can be the occurrence rate of an event,
the transition frequency, or the previously defined cluster of the event. In Figure 4, the
clusters are the actual displays where the events are presented. In Figure 5, the clusters are
defined by the built-in clustering algorithm of the used process mining python package
(pm4py), on the basis of the similarity of activity resources [29]. The number of clusters
dropped to 3 from 22, and the calculated community coefficient (Equation (6)) was 127
compared to 133 (which is not a significant difference, but should be evaluated considering
the change in the number of clusters), meaning that three workflows were dispersed among
22 displays. The results indicate that the actual display layouts need to be reconsidered.
Based on the process model and the existing available HMI displays, a new synoptic
overview display layout (Figure 6) was proposed.

Obviously, the results and the proposed new layout have to be evaluated together with
the plant operators, as their knowledge and experience cannot be ignored in this kind of
development task. They can identify irrelevant signals or the need for additional elements
on the new displays. Every deviation from “real life” indicates problems with the process
model gained. There may be various reasons for this; for example, the structure and data
labelling of the log file is not appropriate, or the alarm management system is not adjusted
appropriately. However, these deviations can also originate from poor operator practices,
and the method also supports the analysis of process control effectiveness. A usability test
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has to be performed as well. Usability inspection methods were discussed in [30]. Formal
usability inspections and pluralistic walkthroughs are especially recommended.
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Figure 6. The proposed synoptic HMI display. Blue dashed-line boxes represent the actual displays,
black lines represent the product flow, red /bourdon lines represent auxiliary flows, arrows indicate
the direction of the flow. Elements put between two displays are located on both. The figure is not an
exact display; it only represents the proposed content.

3.3. Discussion

The study has shown that the method is useful in alarm management and in the
optimisation of industrial control systems. Its applicability can be broadened, but some
limitations must be considered.

One potential issue can arise if one event is allocated to more displays. In this case,
a decision has to be made regarding whether the display cluster will be a union of the
touched displays, or the event is paired with only one display. Theoretically, an analysis
could be performed to determine the display in which the interactions are made with
the event the most frequently. In practise, the log file barely indicates this information.
One solution is to create “union” displays, which is not an ideal solution; this “error”
must be considered during the evaluation of the results. The chosen approach depends
on the number of multi-display events. If this number is high, the sequence of events
forms a multidimensional network, where the definition of multidimensional edges enables
clustering of events [31]. If their number is relatively low, the issue can be handled with
experience and knowledge of the actual system.

Visualisation is also a key part of the method. If the number of nodes and edges is
high, the readability of the network can quickly worsen. Using open source Python (the
used version in the study was 3.9) solutions, this issue can be solved, for example, by
changing the layout algorithm to find the most transparent view of the network.

The number of new displays depends on the attributes of the network gained. In
the case study, there were three workflows, but only one new display was recommended
because the number of nodes was relatively low. If the number of nodes (events) exceeds
a recommended threshold with regard to the human cognitive limits, e.g., the maximal
information put on a display, the workflow has to be split. The number of splits (displays)
has to be optimised considering the dynamics of the system that can be visualised on the
network graph, for example, with node sizes and edge thickness. The proposed method
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allows many information visualisation options, which support a quick understanding of
the system mechanism.

The main function of the proposed method, the process-related grouping of HMI
elements, allows the development of dynamic HP-HMI screens. As the number of monitors
in the control room is limited, it is recommended to display as much situation-aware
information as possible. Figure 7 demonstrates a possible working principle of a fictive
plant with six monitors in the control room. Again, the aim of the figure is to suggest the
content of the screens. The actual displays should be enriched, for example, with trend
charts, the visualisation and design should follow the suggestions of the ISA101 standard.

Dynamic screens (default: Section 1..5)
— > \ —

s1 Vs s2
Input i

Vs
" 1S3 vi2 s4 ve S5
V12 « V6 1
e - o G o
1 /_ H Output2
V3 « v
cJ . =)

Shortcut to detailed equipment screen Suggested alarm handling screen

Outputl

Section 3
-

v12 Vil | . e Alarm X
@ rlant section ® : l | G
vie = e ) L = Outputl
@ Equipment L == . }—> Y A
= —{ 7> Output2 m_l Ly HW

]
Relevant process value/contoller g
Output2

Figure 7. The fictive plant has five sections containing 14 pieces of equipment. The displayed content
of the sections is defined by using the proposed method. The suggested alarm handling screen is
created based on processed historical data.

4. Conclusions

In this work, a machine learning-supported HMI designing method was proposed. The
method aims to support the application of the Navigation and Layout principle of the ISA101
standard, namely the grouping related elements together aspect. Alarm signals, operator
actions, and display actions from a hydrofluoric acid alkylation plant were analysed. The
log file was partitioned based on frequent sequential patterns of the stored events. Process
control models were explored with process mining tools. A network-like visualisation
of a typical process enabled a comparison of the number of workflows and the number
of displays in which the workflows are represented. A new, higher-level display was
recommended on the basis of the models gained and the existing structure of the HMI
displays. Even without deep knowledge of the system, the presented method proved
effective. However, manual work is needed to evaluate the displays, which results in
subjective decisions. The method can be upgraded to define objective KPIs that support
solving the minimisation problem.

In addition to data-driven HMI optimisation, there are other potential benefits to
using the extracted knowledge. By comparing the actual online process data with formerly
defined event scenarios, a semi- or fully automated online HAZOP analysis tool can be
built. The gained process patterns can be compared to a reference model that allows
the evaluation of the work quality of the operators and supports the development of the
Operator Training System (OTS).

Another potential future research direction is the implementation of machine learning
in SCADA systems, which is an actual topic in the industry, as more and more solutions
will be assisted by artificial intelligence. The proposed method is capable of processing
acquired data and finding patterns among the event chains that lead to failures and the
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response actions of the operators. Using ML solutions enables the continuous dynamic and
adaptive development of industrial process control systems.

The topic of trend charts can also be an interesting area. With the help of ML-supported
solutions, process-variable dependencies can be gained from historical data, adding a
predictive function to the system. For example, if the operator calls a trend chart of a
specific process variable, an intelligent system can offer other trend charts, which may be
useful in the actual control activity.

It is important to emphasise that ML-supported process control solutions do not aim to
replace the human workforce. Using these methods and techniques shall result in safer and
more efficient process operations by supporting decision-making with more process-aware
human-machine interfaces.
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Abbreviations

The following abbreviations are used in this manuscript:

HMI Human-Machine Interface.

HP-HMI  High-Performance Human—Machine Interface.
ML Machine Learning.

UX User experience.

Ul User interface.

PLC Programmable Logic Controller.

P&ID Piping and Instrumentation Diagram.

DCS Distributed Control System.

SCADA  Supervisory Control and Data Acquisition.
HAZOP  Hazard and Operability.

OTS Operator Training System.
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